SureDrop

Reimagined




What is SureDrop?

Secure file sharing designed for sensitive data — with government-grade encryption, data
sovereignty, and seamless Microsoft integration
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Secure File Sharing, Simplified
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What's
New

1 8 months of development

1 4 feature areas

1 00+ individual enhancements

Security & Compliance

Threat Protection

Authentication & Access

Sharing Enhancements

User Experience

User Management

Enterprise Integrations

Admin Tools

Internationalization

Developer & API

Platform Features

Compliance & Governance

Performance & Reliability

Reporting & Analytics




Security & Compliance

Government-grade encryption & FIPS 140-2 certification
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- Threat Protection

Intelligent scanning & real-time defence
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- Authentication & Access

Multi-layered identity verification

2FA Check
Bulk 2FA Management Session Hardening QR code or app

Enable 2FA for teams at once with improved QR codes Fixed token caching for fully isola
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. Sharing Enhancements

Customers asked, we delivered
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.. User Experience

Faster workflows, modern interface
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User Management

Streamlined admin workflows
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Azure AD

- Enterprise Integrations

Seamless connectivity with your stack

Sync Engine
Auto-provision

SureDrop

. Office Online

Edit in browser




Admin Tools

Powerful management capabilities

VM Management

Automated d

Audit Monitoring

Full audit trail with IP log

Log Downloads

Single-command download of all system logs

Enhanced Reports

Perm d access rights in user reports

<5 min

Deployment
Time

All

Actions
Logged

100%

Audit
Coverage

CSV

One-Click
Export




Internationalization

SureDrop speaks your language
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Developer & API

Build on top of SureDrop
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Platform Features Do

Fine-grained control for every user type
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« Compliance & Governance

ITAR, data retention, and beyond
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., Performance & Reliability

Faster, stronger, more resilient
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- Reporting & Analytics

Visibility into everything 3
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Protect Your Most
Sensitive Files —
Today

=/ BOOK A DEMO






https://www.youtube.com/playlist?list=PL2LUeyllH4rCIlJ42ItN7ZvWI_tV1MH9j




% SENETAS

Questions answered via the chat window

Q. Is MFA (Multi-factor Authentication) on the
roadmap?

A. SureDrop includes MFA support. Users can
enable it from their profile settings, and
administrators can enforce it across all accounts
from the Admin page.

Q. Is a dedicated license required to share files
with external users?

A. No. External file sharing is included at no
additional cost and does not consume a user
license

Q. With Group Key Rotation, are the previous
keys still retained? If so, how are they accessed
and stored, and how often does rotation occur?
Could having multiple keys per group become
an issue?

A. Group keys are rotated every 24 hours, with
each new key applying only to files created after
that point. SureDrop automatically tracks which
key was used to encrypt each file, ensuring all
files can be decrypted seamlessly — regardless
of how many key rotations have occurred.

Managing multiple keys per group is not an
issue; SureDrop handles this efficiently and
retrieves the appropriate key quickly when
needed.
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Cont. Questions answered via the chat window

Q. Are files still accessible after a user’s access
or the group’s expiry date has passed?

A: Yes. Files associated with expired users or
deleted groups remain retrievable for a set
period. These documents can be recovered or
copied until the automated archive process
permanently removes them from the system.
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READY TO GET STARTED?

Protect Your Most
Sensitive Files -

Today
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Thank You

Rob Linton




