






































Video

https://www.youtube.com/playlist?list=PL2LUeyllH4rCIlJ42ItN7ZvWI_tV1MH9j




Questions answered via the chat window
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Q. Is MFA (Multi-factor Authentication) on the 
roadmap?

A. SureDrop includes MFA support. Users can 
enable it from their profile settings, and 
administrators can enforce it across all accounts 
from the Admin page.

Q. Is a dedicated license required to share files 
with external users?

A. No. External file sharing is included at no 
additional cost and does not consume a user 
license

Q. With Group Key Rotation, are the previous 
keys still retained? If so, how are they accessed 
and stored, and how often does rotation occur? 
Could having multiple keys per group become 
an issue?

A. Group keys are rotated every 24 hours, with 
each new key applying only to files created after 
that point. SureDrop automatically tracks which 
key was used to encrypt each file, ensuring all 
files can be decrypted seamlessly — regardless 
of how many key rotations have occurred. 

Managing multiple keys per group is not an 
issue; SureDrop handles this efficiently and 
retrieves the appropriate key quickly when 
needed.
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Q. Are files still accessible after a user’s access 
or the group’s expiry date has passed?

A: Yes. Files associated with expired users or 
deleted groups remain retrievable for a set 
period. These documents can be recovered or 
copied until the automated archive process 
permanently removes them from the system.
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