NATIONAL INFRASTRUCTURE

-

Fixed, Satellite, Mobile, etc.

o

Gas, Qil, Nuclear, Coal, Renewable

Grid
Patfient Monitoring,
Healthcare Data
(+
IR B
Hydro-Electric, Il Rail Network,
Sewage Treatment Road Traffic Control
- \“\"\\
% H N = Al

Communications,
Criminal Records

pacgnilin TI kg el ¢
e o- -‘

Asset Monitoring, Border Control, Public Safety

o e & Ll

L [ Dispatch, Monitoring I..‘

& Communications

THE THREAT LANDSCAPE

TERRORIST

ATTACKS
HACK

ATTACKS
STATE ACTOR
HARM
INPUT OF
ROGUE DATA

CRIMINAL
DAMAGE
CONTROL
SYSTEM HARM

BREACH ACTIVITY

LOST OR STOLEN
&%"LEGE ABUSE ’_\ CREDENTIALS

(42%)
MIS-DELIVERY .—.

(7%)

VULNERABILITY '—'

EXPLOIT

7%
e / RANSOMWARE
PHISHING (26%)

(12%)

MOTIVATION

OTHER (1%)
GRUDGE (1%) F;ZIQ)NCIAL
IDEOLOGY (1%)

ESPIONAGE (3%)

UK and Ireland energy Wolf Creek Nuclear Kiev power grid SCADA WannaCry, Patya and
networks suffer Power Station suffers network hacked, NotPetya ransomware
sustained cyber-attack. spear phishing attack. resulting in blackouts. aftacks.

CONSEQUENCES

ECONOMIC DAMAGE

CITIZEN HARM

vA BUSINESS DISRUPTION

BUSINESS

NATIONAL SERVICES
DAMAGE & DISRUPTION

a&F e
e e
(r,-\\\,

L

CYPHERNET SureDrop | VOTIRG

Secure, Sovereign Data collaboration

NETWORK DATA THE INNOVATIVE FILE : PROACTIVE, REAL-TIME
ENCRYPTION FOR si  SHARING AND STORAGE PROTECTION. DETECT,
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