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”We are on the cusp of the most important
Transformation of our lives”.

”Essentially, the entire post-war security and 
economic order is facing unprecedented strain”.

AI = Engineering Intelligence

Synthetic Bio = Engineering Life

Quantum = Engineering Reality
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Cryptographically Relevant Quantum Computer
A Quantum Computer big enough to perform Quantum Cryptanalysis



Security Foundations of the Internet

The Internet:

Cloud Computing

Payment Systems

Internet of Things

E-health

Software Updates

Secure protocols:

TLS, Digital 

signatures

VPN, PKI

Encryption:

RSA, ECC, DH

AES, 3DES

Vulnerable to 

Quantum 

Cryptanalysis



Areas of High Risk
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Forge Signatures

• Impersonate entities

• Load malicious OS patches

• Create fraudulent financial 
transactions

• Redirect funds

Human in the Middle 
Networks

• Access secure systems

• Compromise military 

command and control

• Disrupt critical infrastructure

• Interfere with elections

Decipher Historical 
Confidential Data

• Intercept classified comms

• Expose government secrets

• Perform corporate espionage

• Access personal information
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When should we worry?

*CRQC – Cryptographically Relevant Quantum Computer

Estimated likelihood of achieving CRQC*
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Harvest Now, Decrypt Later attack 
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Example: Harvest Now, Decrypt Later attack
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New Cryptography for the Quantum Age
NIST Released First Three Post-Quantum Encryption Standards in 2024

ML-KEM

• Formerly CRYSTALS-
KYBER

• FIPS 203 Module-Lattice-
Based Key-Encapsulation 
Mechanism 

ML-DSA

• Formerly CRYSTALS-
Dilithium

• FIPS 204 Module-Lattice-
Based Digital Signature 
Standard

SLH-DSA

• Formerly SPHINCS+

• FIPS 205 Stateless Hash-
Based Digital Signature 
Standard

FN-DSA

• Formerly FALCON

• Designed for digital 
signatures

• Slated for its own draft 
FIPS in 2025

Standardization 

Forthcoming
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The PQC Migration Challenge

Scale Visibility Data lifetimes
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Latice Framework: Cryptography Migration Process

                   
           

                   
             

                     
                    

            
            
         

                 
                              

            
        

             
          

               
                   
                   

    



15

Strategic Action Plan for System Enhancement

Next 90 days

Classify data 
by 
confidentiality 
lifetime; flag 
HNDL risk

Next 90 days

Vendor 
discovery: 
map/libraries 
and PQC 
roadmaps

Next 90 days

Choose 1-2 
pilot domains;
establish perf 
baselines

Next 12 months

Execute pilots
with 
standardized 
libs; instrument 
telemetryengine

Next 12 months

Stage rollout
for critical 
systems and 
hard-to-update 
platforms

Next 12 months

Bake PQC
checks into SDLC & 
procurement; 
require CBOMs from 
suppliers

Next 12 months

Draft/approve
your 2030 
completion plan 
with 
contingencies 
Encryptor

Next 90 Days

CBOM sprint for 
top 10 systems & 
external 
interfaces
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Commercially available: Quantum-safe High Speed Encryptors (HSE)

*Model specific

Senetas CN7107
Quantum Resistant Algorithms

• Support NIST PQC/QRA

Quantum Key Distribution

• HSE has supported QKD for over a decade

QRNG

• QRNG is integrated into the HSE solution*

Crypto Agility

• HSE supports Post Quantum Cryptography (PQC) with a crypto-agile, FPGA-based architecture
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Thales PQC HSE Starter Kit

PQC.

• NIST Post-Quantum algorithms implemented

• Out of band key management, NIST approved 
KDF method

• Quantum Key Distribution via ETSI eQKD
v14.01

• Optional QRNG or External Entropy Source 
(BYOE)

• Minimize disruption to your business by 
leveraging the Thales partner ecosystem as 
you prepare for PQC.

Easily set up your Quantum-
safe test environment with: Secure your data in motion from 

Harvest and Decrypt attacks

Quantum-safe Link

CM7 Management

https://cpl.thalesgroup.com/resources/encryption/prepare-for-post-quantum-cryptography-pqc-starter-kit
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Company Overview

Proven Track Record

Over 25 years securing sensitive data across 60+ countries.

Global Reach, Local Expertise

Deployed in partnership with Thales, a global leader in advanced technologies.

Defense & Industrial-Grade Solutions

Australian-designed and manufactured encryption and secure file sharing 

platforms.

Future-Ready Performance

Solutions use quantum-resistant, future-ready encryption that adapts as new 

cybersecurity standards emerge.

Cross-Sector Trust

Trusted by government, defense, financial services, critical infrastructure, and 

professional services.

Independently Certified

Technology certified by global security authorities and standards,

including Common Criteria, FIPS, DoDIN APL and NATO.



Thank you
senetas.com
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