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TKLV FRS\ LV IRU \RXU SHUVRQDO, QRQ-FRPPHUFLDO XVH RQO\. TR RUGHU SUHVHQWDWLRQ-UHDG\ FRSLHV IRU GLVWULEXWLRQ WR
FROOHDJXHV, FOLHQWV RU FXVWRPHUV, XVH WKH RHSULQWV WRRO DW WKH WRS RI DQ\ DUWLFOH RU YLVLW: ZZZ.UHXWHUVUHSULQWV.FRP.

U.S. probes cyber attack on water system
FUL, NRY 18 2011

B\ JLP FLQNOH

(RHXWHUV) - FHGHUDO LQYHVWLJDWRUV DUH ORRNLQJ LQWR D UHSRUW WKDW KDFNHUV PDQDJHG WR UHPRWHO\ VKXW GRZQ D XWLOLW\'V ZDWHU
SXPS LQ FHQWUDO IOOLQRLV ODVW ZHHN, LQ ZKDW FRXOG EH WKH ILUVW NQRZQ IRUHLJQ F\EHU DWWDFN RQ D U.S. LQGXVWULDO V\VWHP.

TKH NRYHPEHU 8 LQFLGHQW ZDV GHVFULEHG LQ D RQH-SDJH UHSRUW IURP WKH IOOLQRLV SWDWHZLGH THUURULVP DQG IQWHOOLJHQFH
CHQWHU, DFFRUGLQJ WR JRH WHLVV, D SURPLQHQW H[SHUW RQ SURWHFWLQJ LQIUDVWUXFWXUH IURP F\EHU DWWDFNV.

TKH DWWDFNHUV REWDLQHG DFFHVV WR WKH QHWZRUN RI D ZDWHU XWLOLW\ LQ D UXUDO FRPPXQLW\ ZHVW RI WKH VWDWH FDSLWDO SSULQJILHOG
ZLWK FUHGHQWLDOV VWROHQ IURP D FRPSDQ\ WKDW PDNHV VRIWZDUH XVHG WR FRQWURO LQGXVWULDO V\VWHPV, DFFRUGLQJ WR WKH
DFFRXQW REWDLQHG E\ WHLVV. IW GLG QRW H[SODLQ WKH PRWLYH RI WKH DWWDFNHUV.

HH VDLG WKDW WKH VDPH JURXS PD\ KDYH DWWDFNHG RWKHU LQGXVWULDO WDUJHWV RU EH SODQQLQJ VWULNHV XVLQJ FUHGHQWLDOV VWROHQ
IURP WKH VDPH VRIWZDUH PDNHU.

TKH U.S. DHSDUWPHQW RI HRPHODQG SHFXULW\ DQG WKH FHGHUDO BXUHDX RI IQYHVWLJDWLRQ DUH H[DPLQLQJ WKH PDWWHU, VDLG DHS
VSRNHVPDQ PHWHU BRRJDDUG.

"AW WKLV WLPH WKHUH LV QR FUHGLEOH FRUURERUDWHG GDWD WKDW LQGLFDWHV D ULVN WR FULWLFDO LQIUDVWUXFWXUH HQWLWLHV RU D WKUHDW WR

SXEOLF VDIHW\," KH VDLG, GHFOLQLQJ WR HODERUDWH IXUWKHU. AQ FBI VSRNHVPDQ LQ IOOLQRLV GLG QRW UHWXUQ SKRQH FDOOV VHHNLQJ
FRPPHQW.

SCADA SECURITY

C\EHU VHFXULW\ H[SHUWV VDLG WKDW WKH UHSRUWHG DWWDFN KLJKOLJKWV WKH ULVN WKDW DWWDFNHUV FDQ EUHDN LQWR ZKDW LV NQRZQ DV
SXSHUYLVRU\ CRQWURO DQG DDWD AFTXLVLWLRQ (SCADA) V\VWHPV. TKH\ DUH KLJKO\ VSHFLDOL]HG FRPSXWHU V\VWHPV WKDW FRQWURO
FULWLFDO LQIUDVWUXFWXUH -- IURP ZDWHU WUHDWPHQW IDFLOLWLHV, FKHPLFDOV SODQWV DQG QXFOHDU UHDFWRUV WR JDV SLSHOLQHV, GDPV

DQG VZLWFKHV RQ WUDLQ OLQHV.

TKH LVVXH RI VHFXULQJ SCADA V\VWHPV IURP F\EHU DWWDFNV PDGH LQWHUQDWLRQDO KHDGOLQHV ODVW \HDU DIWHU WKH P\VWHULRXV
SWX[QHW YLUXV DWWDFNHG D FHQWULIXJH DW D XUDQLXP HQULFKPHQW IDFLOLW\ LQ IUDQ. MDQ\ H[SHUWV VD\ WKDW ZDV D PDMRU VHWEDFN IRU
IUDQ'V QXFOHDU ZHDSRQ'V SURJUDP DQG DWWULEXWH WKH DWWDFN WR WKH UQLWHG SWDWHV DQG IVUDHO.

IQ 2007, UHVHDUFKHUV DW WKH U.S. JRYHUQPHQW'V IGDKR NDWLRQDO LDERUDWRULHV LGHQWLILHG D YXOQHUDELOLW\ LQ WKH HOHFWULF JULG,

GHPRQVWUDWLQJ KRZ PXFK GDPDJH D F\EHU DWWDFN FRXOG LQIOLFW RQ D ODUJH GLHVHO JHQHUDWRU. (TR VHH YLGHR WKDW ZDV OHDNHG
WR CNN: KHUH)

LDQL KDVV, D IRUPHU VHQLRU F\EHU SROLF\ DGYLVHU WR WKH U.S. JRLQW CKLHIV RI SWDII DQG WKH U.S. ALU FRUFH VDLG WKDW RQH GD\ D
UHDO-OLIH F\EHU DWWDFN RQ D U.S. SCADA V\VWHP FRXOG OHDG WR D PDMRU GLVDVWHU.

"MDQ\ (SCADA V\VWHPV) DUH ROG DQG YXOQHUDEOH," VDLG KDVV. "TKHUH DUH QR ILQDQFLDO LQFHQWLYHV IRU WKH XWLOLW\ RZQHUV WR
UHSODFH DQG VHFXUH WKHVH V\VWHPV DQG WKH FRVWV ZRXOG EH KLJK."

U.S. RHS JLP LDQYHYLQ, D DHPRFUDW IURP RKRGH IVODQG, VDLG WKDW WKH UHSRUW RI WKH DWWDFN KLJKOLJKWHG WKH QHHG WR SDVV
OHJLVODWLRQ WR LPSURYH F\EHU VHFXULW\ RI WKH U.S. FULWLFDO LQIUDVWUXFWXUH.

"TKH VWDNHV DUH WRR KLJK IRU XV WR IDLO, DQG RXU FLWL]HQV ZLOO EH WKH RQHV WR VXIIHU WKH FRQVHTXHQFHV RI RXU LQDFWLRQ," KH
VDLG LQ D VWDWHPHQW.

ILLINOIS ATTACK

SHYHUDO PHGLD UHSRUWV LGHQWLILHG WKH ORFDWLRQ RI WKH DWWDFN DV SSULQJILHOG. CLW\ RIILFLDOV VDLG WKDW ZDV LQDFFXUDWH.

DRQ CUDYHQ, D ODZ\HU DQG D WUXVWHH IRU WKH CXUUDQ-GDUGQHU TRZQVKLS PXEOLF WDWHU DLVWULFW, VDLG ODWH RQ FULGD\ WKDW WKH
VPDOO ZDWHU XWLOLW\ ZDV DZDUH WKDW "VRPHWKLQJ KDSSHQHG" EXW WKDW KH GLG QRW KDYH PXFK LQIRUPDWLRQ RQ WKH PDWWHU.

"WH DUH DZDUH WKHUH PD\ KDYH EHHQ D VXFFHVVIXO RU XQVXFFHVVIXO DWWHPSW WR KDFN LQWR WKH V\VWHP," CUDYHQ VDLG E\
WHOHSKRQH IURP KLV SSULQJILHOG, IOOLQRLV, RIILFH.

"IW FDPH WKURXJK D VRIWZDUH V\VWHP WKDW'V XVHG WR UHPRWHO\ DFFHVV WKH SXPSV," KH VDLG. "A SXPS LV EXUQHG RXW."

TKH GLVWULFW VHUYHV VRPH 2,200 FXVWRPHUV LQ D UXUDO GLVWULFW WHVW RI SSULQJILHOG. HH VDLG WKHUH ZDV QR LQWHUUXSWLRQ LQ
VHUYLFH DV WKH XWLOLW\ RSHUDWHV PXOWLSOH SXPSV DQG ZHOOV. IWV ZDWHU FRPHV IURP DQ DTXLIHU XQGHUQHDWK WKH SDQJDPRQ
RLYHU.

CUDYHQ VDLG KH GLG QRW NQRZ ZKDW VRIWZDUH DW WKH XWLOLW\ ZDV LQYROYHG EXW VDLG KH ZDV FRQILGHQW WKDW QR FXVWRPHU UHFRUGV
ZHUH FRPSURPLVHG.

CUDYHQ VDLG KH ZDV P\VWLILHG DV WR WKH UHDVRQ KDFNHUV PLJKW KDYH WDUJHWHG WKH WLQ\ GLVWULFW.
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"Maybe it's the quality of our water, which is better than Springfield's," Craven joked.

The general manager of the utility has not returned messages.

OTHER ATTACKS?

Quoting from the one-page report, Weiss said it was not yet clear whether other networks had been hacked as a result
of the breach at the U.S. software maker.

He said the manufacturer of that software keeps login credentials to the networks of its customers so that its staff can
help them support those systems.

"An information technology services and computer repair company checked the computer logs of the system and

determined the computer had been hacked into from a computer located in Russia," Weiss quoting from the report in a
telephone interview with Reuters.

Workers at the targeted utility in central Illinois on November 8 noticed problems with SCADA systems which manages
the water supply system, and discovered that a water pump had been damaged, said Weiss, managing partner of
Applied Control Solutions in Cupertino, California.

(Reporting by Jim Finkle in Boston; Additional reporting by Jim Wolf, Andrew Stern, Diane Bartz and Andrea Shalal-Esa;
Editing by Steve Orlofsky, Bernard Orr)
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