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Hacker group vows ‘cyberwar’ on US government, business

By Michael Isikoff National investigative correspondent
NBC News NBC News
updated 3/8/2011 6:28:52 PM ET 2011-03-08T23:28:52

EXCLUSIVE

DALLAS — A leader of the computer hackers group known as Anonymous is threatening new
attacks on major U.S. corporations and government officials as part of at an escalating
“cyberwar” against the citadels of American power.

“It's a guerrilla cyberwar — that’s what | call it,” said Barrett Brown, 29, who calls himself a
senior strategist and “propagandist” for Anonymous. He added: “It’s sort of an unconventional,
asymmetrical act of warfare that we've involved in. And we didn’'t necessarily start it. | mean,
this fire has been burning.”

A defiant and cocky 29-year-old college dropout, Brown was cavalier about accusations that the
group is violating federal laws. He insisted that Anonymous members are only policing
corporate and governmental wrongdoing — as its members define it.

Breaking laws, but 'ethically’

“Our people break laws, just like all people break laws,” he added. “When we break laws, we do
it in the service of civil disobedience. We do so ethically. We do it against targets that have
asked for it.”

And those targets are apparently only growing in number. Angered over the treatment of
Bradley Manning, the Army private who is accused of leaking classified U.S. government
documents to WikiLeaks and who is currently being held in solitary confinement at a military brig
in Quantico, Va., Brown says the group is planning new computer attacks targeting government
officials involved in his case.

Read more reporting by Michael Isikoff in 'The Isikoff Files'

Among the methods the group is vowing to use: posting personal information about the officials
on the Internet, a method known as “doxing.” The group also this week issued a threat over the
Internet to “harass” the staff at Quantico “to the point of frustration,” including a “complete
communications shutdown” of its Internet and phone links.

In recent months, Anonymous — a loose collection of tech-savvy hackers or “hacktivists” —
has threatened some of the biggest corporations in the country. The group is also the target of a
major FBI investigation that has included dozens of subpoenas and raids on the homes of
suspected members.

(In the interview, Brown, a sometimes freelance journalist, said he is not personally involved in
hacking computers, stressing that he only advises the group, participates in its internal strategy
sessions and serves as its spokesman. An FBI spokeswoman on Tuesday described the
bureau’s investigation of Anonymous members as “ongoing,” but declined further comment.)
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Anonymous has been blamed by senior U.S. government officials — including Deputy Defense
Secretary William Lynn — with mounting so-called “distributed denial of service” (DDoS) attacks
on major corporate and government targets. The group is believed to do this by mobilizing
thousands of so-called “zombie” computers, which have been infected with viruses, and
directing them to flood a targeted website simultaneously, creating such a huge demand for
service that the site shuts down.

Champion of WikiLeaks, Mideast protesters

Anonymous is believed to have used this method in December, when it took credit for crashing
the websites of MasterCard and Visa in retaliation for their decision to cut off service to
WikiLeaks. It also claimed credit for shutting down government websites in Tunisia, Egypt, and
Libya, which it thereby helping to stoke the uprising in those countries.

Last month, the hackers group launched what may have been its most audacious attack to date,
aiming its guns on HBGary Federal, a major cybersecurity firm and government contractor. After
HBGary Federal’'s CEO threatened to expose members of Anonymous, the group struck back
— breaking into the cybersecurity firm’s computers, hijacking the CEQO’s Twitter account and
swiping tens of thousands of embarrassing emails that it later posted on the Internet.

Related coverage: Do WikiLeaks imitators put your e-mail at risk?

The emails appeared to show that HBGary Federal and two other contractors were proposing a
“disinformation campaign” aimed at discrediting political allies of WikiLeaks and critics of the
Bank of American and the U.S. Chamber of Commerce, prompting a group of House Democrats
to call for a congressional investigation into the contractors.

Asked about Anonymous, Greg Hoglund, the CEO of HBGary, the founder of HBGary Federal,
said Tuesday: “These are not hacktivists. They are criminals. They are breaking into computer
systems and stealing information — and that violates multiple federal statutes.”

In the first network television interview he has given, Brown — who has been widely quoted as
one of the group’s spokesmen — invited NBC to his walk up, one-room Dallas apartment and
allowed a reporter to observe as he and what he said were other Anonymous members
communicated in a secure chat room.

Their goal that day: drafting a threatening letter to PayPal, the online processing firm owned by
eBay, in response to news that the firm had restricted service to Manning’s legal defense fund.

Threatening PayPal

“We politely ask you to finally stand up and show some backbone,” said Brown, reading from
the letter on his small laptop. “Unfreeze the account, or release the funds, so Bradley Manning
and his lawyers can access it. Otherwise you prove you are nothing but a puppet of a criminal
government, which is violating the Geneva Convention and the First Amendment of the U.S.
Constitution.”

And then, said Brown: “As always, it ends...We are Anonymous. We do not forgive. We do not
forget.”
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“That’s our little motto,” he added.

There is still much about Anonymous that remains obscure -- and which Brown would not
reveal. As he tells it, the group has thousands, if not tens of thousands, of participants,
including, he claims, computer managers at major corporations and government agencies and
journalists. But, he says, the group’s activities are governed, or at least shaped, by a much
smaller group of a “couple dozen” people that reacts to the “ebb and flow” of events. Their
overarching goal, he said, “information freedom.”

But there is little doubt that they are capable of brutal actions. Hoglund, the HBGary CEO, said
that as part of their attack on his corporate affiliate HBGary Federal, Anonymous members
collected personal information on company employees, including Social Security numbers,
home addresses and the names of their children. Some employees received death threats, he
said.

“Anonymous is not what people think,” he added. “They are vicious individuals and they are
having the time of their lives because of all the press they are receiving.”

No apologies for tough tactics
Brown, for his part, makes no bones about the fact that Anonymous plays rough.

Asked about the group’s capabilities, he said, “Well, they keep increasing, but | can tell you that
our capabilities are such that, we can, for instance, go into the servers of a federal contracting
company ... take those servers down, delete backups, take all internal emails, take documents,
shut down the websites of the owners of those companies, take everything from those websites,
ruin the lives of people who have done it wrong ... harass them, make sure they’ll never work
again in this particular industry.

“We can expose people. We can go to the media with things, we can give them scoops. We can
give them information about companies and their wrongdoing. We can organize protests —
anywhere across the globe. We can get the attention of the national conversation if we need to.”

As a possible example of its ability to penetrate secure information, Anonymous — in its attack
on HBGary Federal -- has even claimed to have secured a version of the notorious Stuxnet
computer virus, believed to have been used by Western intelligence agencies to set back Iran’s
nuclear program. (U.S. officials have steadfastly refused to comment on Stuxnet.)

"Yeah, its dangerous software," Brown said when pressed about Anonymous' claims of access
to the virus. "Shouldn’t have been floating around like that."

Should it have been in the hands of Anonymous?
"But it is,” he said. “C'est la vie."

© 2010 msnbc.com

Original Article: http://www.msnbc.msn.com/id/41972190/ns/technology and science-security/from/toolbar#




